Introduction {#Sec1}
============

Discrete-Time Markov Chains (DTMC) are commonly used in model checking to model the behavior of stochastic systems  \[[@CR3], [@CR4], [@CR7], [@CR26]\]. A DTMC is described by a set of states and transition probabilities between these states. The main issue with modeling stochastic systems using DTMCs is to obtain the transition probabilities. One appealing approach to overcome this issue is to observe the system and to *learn automatically* these transition probabilities  \[[@CR8], [@CR30]\], e.g., using frequency estimation or Laplace (or additive) smoothing  \[[@CR12]\]. Frequency estimation works by observing a long run of the system and estimating each individual transition by its empirical frequency. However, in this case, the unseen transitions are estimated as zeros. Once the probability of a transition is set to zero, the probability to reach a state could be tremendously changed, e.g., from 1 to 0 if the probability of this transition in the system is small but non-zero. To overcome this problem, when the set of transitions with non-zero probability is known (but not their probabilities), Laplace smoothing assigns a positive probability to the unseen transitions, i.e., by adding a small quantity both to the numerator and the denominator of the estimate used in frequency estimation. Other smoothing methods exist, such as Good-Turing  \[[@CR15]\] and Kneser-Sey estimations  \[[@CR7]\], notably used in natural language processing. Notwithstanding smoothing generates estimation biases, all these methods converge asymptotically to the exact transition probabilities.

In practice, however, there is often limited budget in observing and learning from the system, and the validity of the learned model is in question. In trusted machine learning, it is thus crucial to measure how the learned model differs from the original system and to provide practical guidelines (e.g., on the number of observations) to guarantee some control of their divergence.

Comparing two Markov processes is a common problem that relies on a notion of divergence. Most existing approaches focus on deviations between the probabilities of local transitions (e.g.,  \[[@CR5], [@CR10], [@CR27]\]). However, a single deviation in a transition probability between the original system and the learned model may lead to large differences in their global behaviors, even when no transitions are overlooked, as shown in our example 1. For instance, the probability of reaching certain state may be magnified by paths which go through the same deviated transition many times. It is thus important to use a measure that quantifies the differences over global behaviors, rather than simply checking whether the differences between the individual transition probabilities are low enough.

Technically, the knowledge of a lower bound on the transition probabilities is often assumed \[[@CR1], [@CR14]\]. While it is a soft assumption in many cases, such as when all transition probabilities are large enough, it is less clear how to obtain such a lower bound in other cases, such as when a very unlikely transition exists (e.g., a very small error probability). We show how to handle this in several cases: learning a Markov chain accurate w.r.t. this error rate, or learning a Markov chain accurate over all its global behaviors, which is possible if we know the underlying structure of the system (e.g., because we designed it, although we do not know the precise transition probabilities which are governed by uncertain forces). For the latter, we define a new concept, namely *conditioning* of a DTMC.

In this work, we model global behaviors using temporal logics. We consider Linear Temporal Logic (LTL)  \[[@CR24]\] and Computational Tree Logic (CTL)  \[[@CR11]\]. Agreeing on all formulas of LTL means that the first order behaviors of the system and the model are the same, while agreeing on CTL means that the system and the model are bisimilar  \[[@CR2]\]. Our goal is to provide stopping rules in the learning process of DTMCs that provides Probably Approximately Correct (PAC) bounds on the error in probabilities of every property in the logic between the model and the system. In Sect. [2](#Sec2){ref-type="sec"}, we recall useful notions on DTMCs and PAC-learning. We point out related works in Sect. [3](#Sec5){ref-type="sec"}. Our main contributions are as follows:In Sect. [4](#Sec6){ref-type="sec"}, we show that it is impossible to learn a DTMC accurate for all LTL formulas, by adapting a result from \[[@CR13]\].We provide in Sect. [6](#Sec10){ref-type="sec"} a learning process bounding the difference in probability *uniformly over all CTL properties*. To do so, we use Laplace smoothing, and we provide rationale on choosing the smoothing parameter.For the particular case of a time-to-failure property, notably used to compute the mean time between failures of critical systems (see e.g.,  \[[@CR25]\]), we provide tighter bounds in Sect. [5](#Sec7){ref-type="sec"}, based on frequency estimation.

In Sect. [4](#Sec6){ref-type="sec"}, we formally state the problem and the specification that the learning process must fulfill. We also show our first contribution: the impossibility of learning a DTMC, accurate for all LTL formulas. Nevertheless, we prove in Sect. [5](#Sec7){ref-type="sec"} our second contribution: the existence of a global bound for the time-to-failure properties, notably used to compute the mean time between failures of critical systems (see e.g.,  \[[@CR25]\]) and provide an improved learning process, based on frequency estimation. In Sect. [6](#Sec10){ref-type="sec"}, we present our main contribution: a global bound guaranteeing that the original system and a model learned by Laplace smoothing have similar behaviors for all the formulas in CTL. We show that the error bound that we provide on the probabilities of properties is close to optimal. We evaluate our approach in Sect. [7](#Sec17){ref-type="sec"} and conclude in Sect. [8](#Sec20){ref-type="sec"}.

Background {#Sec2}
==========
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                \begin{document}$$\mathcal {S}$$\end{document}$ is interpreted as a set of interacting components in which the state is determined randomly with respect to a global probability measure described below.

Definition 1 (Discrete-Time Markov Chains) {#FPar1}
------------------------------------------
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                \begin{document}$$\mathbb {P}^A_i$$\end{document}$ to emphasize that the probability distribution is parameterized by the probability matrix *A*, and the starting state is *i*.

PAC-Learning for Properties {#Sec3}
---------------------------

To analyze the behavior of a system, properties are specified in temporal logic (e.g., LTL or CTL, respectively introduced in  \[[@CR24]\] and  \[[@CR11]\]). Given a logic $\documentclass[12pt]{minimal}
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Monte-Carlo Estimation and Algorithm of Chen {#Sec4}
--------------------------------------------

Given a sample *W* of *n* paths drawn according to $\documentclass[12pt]{minimal}
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The Okamoto inequality  \[[@CR23]\] (also called the Chernoff bound in the literature) is often used to guarantee that the deviation between a Monte-Carlo estimator $\documentclass[12pt]{minimal}
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### Theorem 1 (Chen bound) {#FPar2}
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Related Work {#Sec5}
============

Our work shares similar statistical results (see Sect. 2.3) with Statistical Model Checking (SMC)  \[[@CR32]\]. However, the context and the outputs are different. SMC is a simulation-based approach that aims to estimate one probability for a given property  \[[@CR9], [@CR29]\], within acceptable margins of error and confidence  \[[@CR17], [@CR18], [@CR33]\]. A challenge in SMC is posed by unbounded properties (e.g., fairness) since the sampled executions are finite. Some algorithms have been proposed to handle unbounded properties but they require the knowledge of the minimal probability transition of the system  \[[@CR1], [@CR14]\], which we avoid. While this restriction is light in many contexts, such as when every state and transition appears with a sufficiently high probability, contexts where probabilities are unknown and some are very small seems much harder to handle. In the following, we propose 2 solutions not requiring this assumption. The first one is the closest to SMC: we learn a Markov chain accurate for a given time-to-error property, and it does not require knowledge on the Markov chain. The second one is much more ambitious than SMC as it learns a Markov chain accurate for *all* its global behaviors, formalized as all properties of a temporal logic; it needs the assumption that the set of transitions is known, but not their probabilities nor a lower bound on them. This assumption may seem heavy, but it is reasonable for designers of systems, for which (a lower bound on) transition probabilities are not known (e.g. some error rate of components, etc).

For comparison with SMC, our final output is the (approximated) transition matrix of a DTMC rather than one (approximated) probability of a given property. This learned DTMC can be used for different purposes, e.g. as a component in a bigger model or as a simulation tool. In terms of performances, we will show that we can learn a DTMC w.r.t. a given property with the same number of samples as we need to estimate this property using SMC (see Sect. [5](#Sec7){ref-type="sec"}). That is, there is no penalty to estimate a DTMC rather than estimate one probability, and we can scale as well as SMC. In terms of expressivity, we can handle unbounded properties (e.g. fairness properties). Even better, we can learn a DTMC accurate uniformly over a possibly infinite set of properties, e.g. all formulas of CTL. This is something SMC is not designed to achieve.

Other related work can be cited: In \[[@CR13]\], the authors investigate several distances for the estimation of the difference between DTMCs. But they do not propose algorithms for learning. In \[[@CR16]\], the authors propose to analyze the learned model a posteriori to test whether it has some good properties. If not, then they tweak the model in order to enforce these properties. Also, several PAC-learning algorithms have been proposed for the estimation of stochastic systems  \[[@CR5], [@CR10]\] but these works focus on local transitions instead of global properties.

Problem Statement {#Sec6}
=================

In this work, we are interested to learn a DTMC model from a stochastic system $\documentclass[12pt]{minimal}
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There exist several ways to specify the divergence between two transition matrices, e.g., the Kullback-Leibler divergence  \[[@CR19]\] or a distance based on a matrix norm. However, the existing notions remain heuristic because they are based on the difference between the individual probabilistic transitions of the matrix. We argue that what matters in practice is often to quantify the similarity between the global behaviors of the systems and the learned model.

In order to specify the behaviors of interest, we use a property $\documentclass[12pt]{minimal}
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In what follows, we assume that the confidence level $\documentclass[12pt]{minimal}
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                \begin{document}$$\varPsi $$\end{document}$ is the set of LTL formulas \[[@CR2]\], such a learning process is impossible.

Theorem 2 {#FPar3}
---------
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Note that contrary to Theorem [1](#FPar2){ref-type="sec"}, the deviation in Theorem [2](#FPar3){ref-type="sec"} is a difference between two exact probabilities (of the original system and of a learned model). The theorem holds as long as $\documentclass[12pt]{minimal}
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                \begin{document}$$\hat{A}_W$$\end{document}$ is learned. To prove this theorem, we show that, for any number of observations, we can always define a sequence of LTL properties that violates the specification above. It only exploits a single deviation in one transition. The proof, inspired by a result from \[[@CR13]\], is given in the extended version.

Example 1 {#FPar4}
---------

We show in this example that in general, one needs to have some knowledge on the system in order to perform PAC learning - either a positive lower bound $\documentclass[12pt]{minimal}
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Assume that *A* is the real system and that $\documentclass[12pt]{minimal}
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Learning for a Time-to-failure Property {#Sec7}
=======================================
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Frequency Estimation of a DTMC {#Sec8}
------------------------------
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PAC Bounds for a Time-to-failure Property {#Sec9}
-----------------------------------------

We start by stating the main result of this section, bounding the error between $\documentclass[12pt]{minimal}
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### Theorem 3 {#FPar5}

Given a set *W* of *n* traces such that $\documentclass[12pt]{minimal}
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To prove Theorem ([3](#FPar5){ref-type="sec"}), we first invoke Theorem [1](#FPar2){ref-type="sec"} to establish:$$\documentclass[12pt]{minimal}
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### Proposition 1 {#FPar6}
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It might be appealing to think that this result can be proved by induction on the size of the traces, mimicking the proof of computation of reachability probabilities by linear programming \[[@CR2]\]. This is actually not the case. The remaining of this section is devoted to proving Proposition ([1](#FPar6){ref-type="sec"}).
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### Definition 2 (Equivalence) {#FPar7}
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### Lemma 1 {#FPar8}
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### Lemma 2 {#FPar9}
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### Proof {#FPar10}
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Notice that Lemma [2](#FPar9){ref-type="sec"} does not hold in general with the set *W*. We have:$$\documentclass[12pt]{minimal}
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Learning for the Full CTL Logic {#Sec10}
===============================
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Definition 3 {#FPar11}
------------
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As we want to compute the probability of *paths* satisfying a CTL formula, we consider the set $\documentclass[12pt]{minimal}
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In this section, for the sake of simplicity, the finite set *W* of traces is obtained by observing paths till a state is seen twice on the path. Then, the reset action is used and another trace is obtained from another path. That is, a trace $\documentclass[12pt]{minimal}
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As explained in example 1, some additional knowledge on the system is necessary. In this section, we assume that the support of transition probabilities is known, i.e., for any state *i*, we know the set of states *j* such that $\documentclass[12pt]{minimal}
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Learning DTMCs with Laplace Smoothing {#Sec11}
-------------------------------------
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Conditioning and Probability Bounds {#Sec12}
-----------------------------------

Using Laplace smoothing slightly changes the probability of each transition by an additive offset $\documentclass[12pt]{minimal}
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### Theorem 4 {#FPar12}
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Optimality of the Conditioning {#Sec13}
------------------------------

We show now that the bound we provide in Theorem [4](#FPar12){ref-type="sec"} is close to optimal.
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----------------------------------------------------------------------------------------------

We use Theorem [1](#FPar2){ref-type="sec"} in order to obtain PAC bounds. We use it to estimate individual transition probabilities, rather than the probability of a property.
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We now use Laplace smoothing in order to ensure the other hypothesis $\documentclass[12pt]{minimal}
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### Proof {#FPar16}
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Algorithm {#Sec16}
---------

We give more details about the learning process of a Markov Chain, accurate for every CTL formula. For completeness, we also provide in the extended version a similar algorithm for a time-to-failure property.
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This algorithm is guaranteed to terminate since, as traces are generated, with probability 1, $\documentclass[12pt]{minimal}
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Evaluation and Discussion {#Sec17}
=========================

In this section, we first evaluate Algorithm 1 on 5 systems which are crafted to evaluate the algorithm under different conditions (e.g., rare states). The objective of the evaluation is to provide some idea on how many samples would be sufficient for learning accurate DTMC estimations, and compare learning for all properties of CTL and learning for one time-to-failure property.

Then, we evaluate our algorithm on very large PRISM systems (millions or billions of states). Because of the number of states, we cannot learn a DTMC accurate for all properties of CTL there: it would ask to visit every single state a number of times. However, we can learn a DTMC for one specific (unbounded) property. We compare with an hypothesis testing algorithm from \[[@CR31]\] which can handle the same unbounded property through a reachability analysis using the topology of the system.Table 1.Average number of observed events *N* (and relative standard deviation in parenthesis) given $\documentclass[12pt]{minimal}
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Evaluation on Crafted Models {#Sec18}
----------------------------

We first describe the 5 systems: Systems 1 and 2 are three-state models described in Fig. [1](#Fig1){ref-type="fig"} and Fig. [2](#Fig2){ref-type="fig"}. Systems 3 (resp. 5) is a 30-state (resp. 200-states) clique in which every individual transition probability is 1/30 (resp. 1/200). System 4 is a 64-state system modeling failure and repair of 3 types of components (3 components each, 9 components in total), see the extended version for a full description of the system, including a PRISM  \[[@CR20]\] model for the readers interested to investigate this system in details.

We tested time-to-failure properties by choosing as failure states $\documentclass[12pt]{minimal}
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                \begin{document}$$\delta =0.05$$\end{document}$. In particular, we output for each model its number of states and transitions. For each (set of) property, we provide the average number of observations (i.e. the number of samples times their average length) and the relative standard deviation (in parenthesis, that is the standard deviation divided by the average number of observed events).

The results show that we can learn a DTMC with more than 40000 stochastic transitions, such that the DTMC is accurate for all CTL formulas. Notice that for some particular systems such as System 4, it can take a lot of events to be observed before Algorithm 1 terminates. The reason is the presence of rare states, such as the state where all 9 components fail, which are observed with an extremely small probability. In order to evaluate the probabilities of CTL properties of the form: "if all 9 components fail, then CTL property $\documentclass[12pt]{minimal}
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                \begin{document}$$\varphi $$\end{document}$ is satisfied", this state needs to be explored many times, explaining the high number of events observed before the algorithm terminates. On the other hand, for properties that do not involve the 9 components failing as prior, such as time-to-failure, one does not need to observe this state even once to conclude that it has an extremely small probability to happen. This suggests that efficient algorithms could be developed for subsets of CTL formulas, e.g., in defining a subset of important events to consider. We believe that Theorem 4 and 5 could be extended to handle such cases. Over different runs, the results stay similar (notice the rather small relative standard deviation).

Comparing results for time-to-failure (or equivalently SMC) and for the full CTL logic is interesting. Excluding System 4 which involves rare states, the number of events that needs to be observed for the full CTL logic is 4.3 to 7 times more. Surprisingly, the highest difference is obtained on the smallest System 1. It is because every run of System 1 generated for time-to-failure is short ($\documentclass[12pt]{minimal}
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Finally, we evaluate experimental confidence by comparing the time-to-failure probabilities in the learned DTMC and the original system. We repeat our algorithms 1000 times on System 1 and 2 (with $\documentclass[12pt]{minimal}
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Evaluation on Large Models {#Sec19}
--------------------------

We also evaluated our algorithm on large PRISM models, ranging from hundreds of thousands to billions of states. With these numbers of states, we cannot use the more ambitious learning over all the properties of CTL, which would need to visit every states a number of times. However, we can use our algorithm for learning a DTMC which is accurate given a particular (unbounded) property: it will visit only a fraction of the states, which is enough to give a model accurate for that property, with a well-learned kernel of states and some other states representatives for the remaining of the runs. We consider three test-cases from PRISM, satisfying the property that the sample stops with a conclusion (yes or no) with probability 1. Namely, *herman, leader* and *egl*.Table 2.Results for $\documentclass[12pt]{minimal}
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Our prototype tool used in the previous subsection is implemented in Scilab: it cannot simulate very large systems of PRISM. Instead, we use PRISM to generate the samples needed for the learning. Hence, we report the usual Okamoto-Chernoff bound on the number of samples, which is what is implemented in PRISM. We also compare with the Massart bound used by the Chen algorithm (see Sect. [2.2](#Sec4){ref-type="sec"}), which is implemented in our tool and is more efficient as it takes into account the probability of the property.

For each model, we report its parameters, its *size*, i.e. its number of states, the number of *samples* needed using the Massart bound (the conservative Okamoto-Chernoff bound is in parenthesis), and the average *path length*. For comparison, we consider an hypothesis testing algorithm from \[[@CR31]\] which can also handle unbounded properties. It uses the knowledge of the topology to do reachability analysis to stop the sampling if the property cannot be reached anymore. Hypothesis testing is used to decide with high confidence whether a probability exceeds a threshold or not. This requires less samples than SMC algorithms which estimate probabilities, but it is also less precise. We chose to compare with this algorithm because as in our work, it does not require knowledge on the probabilities, such as a lower bound on the transition probabilities needed by e.g. \[[@CR14]\]. We do not report runtime as they cannot be compared (different platforms, different nature of result, etc.).

There are several conclusions we can draw from the experimental results (shown in Table [2](#Tab2){ref-type="table"}). First, the number of samples from our algorithm (Chen algorithm implementing the Massart bound) are larger than in the algorithm from \[[@CR31]\]. This is because they do hypothesis testing, which requires less samples than even estimating the probability of a property, while we learn a DTMC accurate for this property. For *herman* and *leader*, the difference is small (2.5x), because it is a case where the Massart bound is very efficient (80 times better than Okamoto-Chernoff implemented in PRISM). The *egl* system is the worst-case for the Massart bound (the probability of the property is $\documentclass[12pt]{minimal}
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                \begin{document}$$\frac{1}{2}$$\end{document}$), and it coincides with Okamoto-Chernoff. The difference with \[[@CR31]\] is 40x in that case. Also, as shown in *egl*, paths in our algorithm can be a bit larger than in the algorithm from \[[@CR31]\], where they can be stopped early by the reachability analysis. However, the differences are never larger than 3x. On the other hand, we learn a model representative of the original system for a given property, while \[[@CR31]\] only provide a yes/no answer to hypothesis testing (performing SMC evaluating the probability of a property with the Massart bound would give exactly the same number of samples as we report for our learning algorithm). Last, the reachability analysis from \[[@CR31]\] does time out or memory out on some complex systems, which is not the case with our algorithm.

Conclusion {#Sec20}
==========

In this paper, we provided theoretical grounds for obtaining global PAC bounds when learning a DTMC: we bound the error made between the behaviors of the model and of the system, formalized using temporal logics. While it is not possible to obtain a learning framework for LTL properties, we provide it for the whole CTL logic. For subsets of CTL, e.g. for a fixed timed-to-failure property, we obtain better bounds, as efficient as Statistical MC. Overall, this work should help in the recent trends of establishing trusted machine learning  \[[@CR16]\].

Our techniques are useful for designers of systems for which probabilities are governed by uncertain forces (e.g. error rates): in this case, it is not easy to have a lower bound on the minimal transition probability, but we can assume that the set of transitions is known. Technically, our techniques provides rationale to set the constant in Laplace smoothing, otherwise left to an expert to set.

Some cases remain problematic, such as systems where states are visited very rarely. Nevertheless, we foresee potential solutions involving rare event simulation  \[[@CR21]\]. This goes beyond the scope of this work and it is left to future work.

We recall the Okamoto-Chernoff bound in the extended version (as well as the Massart bound), but we do not use it in this work.
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